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My goal is to change your thinking about defense:
Stop being passive,
Put yourself in the attackerʼs shoes,
and then mess with their heads.



DISCLAIMER

The opinions expressed in this talk are 
my own personal opinions and do not 
represent HCL in any way.
Some of the techniques shown today 
may or may not be present in some 
form on HCL systems. 



What is the problem?

Our servers get popped
Cops are pretty much helpless to stop it
Even when they finally catch someone, itʼs a wrist slap
Nothing to do but pray your defenses hold



Deception

Improvised Electronic Deception

Letʼs look at a military counter intelligence response
Operation Fortitude, Aliʼs rope-a-dope, exploding dye packs

Booby trap your network with deception
Weʼre talking more than honey pots (tho a good start)
You want to draw enemy fire
Deceive, confuse and harass attackers
Waste their resources - be an asshole



This is not a new idea

Cliff Stoll - and the SDI bait
Fred Cohen - Practical work
Neil Rowe - Academic analysis
Scambaiters - hilarious example of messing with people
MarkMonitor and their "dilution" techniques 



In fact

PROVEN TO WORK
• Actually proven effective for short periods of time
• Quote from Fred Cohen's Red Team tests



In fact

“In other words, deception works.  
Furthermore, it works very well.”

PROVEN TO WORK
• Actually proven effective for short periods of time
• Quote from Fred Cohen's Red Team tests



But wait, you say?

http://iedtalk.com
Why is this not more prevalent? Why canʼt you get funding?
Complaints: Ops and IT get confused by the deception
Deception is useless for audits 
Legal risk - blowback - liability?
Your boss "You wasted time on this?"
Deception is hard when there are a lot of information channels
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Use it anyway

http://iedtalk.com
Okay, we canʼt count on it for assurance
Which means you wonʼt get funding - you need to DIY
Deception is passive so legal risk is minimal
Maybe if it was used more, it would be acceptable in audit
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Anatomy of an attack

1. Passive recon
2. Active recon
3. Initial compromise / Beachhead
4. Elevation and invasion
5. Theft and extraction

http://iedtalk.com
Lets follow a typical attack 
Watch improvised deception defenses
Key is the I in IED - each deception must be unique
Try to learn something while doing it
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Passive recon
“Entice the tiger to leave it’s mountain lair”

http://iedtalk.com
Run Maltego against yourself, then add something for it to find
Create social network bait to give you early warning for attack campaigns
Use fake names and have the email come back to you "out of band" 
Forum/mail-list “help” posts with
- fake diagrams, IPs that point to your honeypots
Remember - Improvise!  (free)
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Active recon
“Pretend inferiority and encourage his arrogance. ”

$sudo nc -k -l 80 > web.txt

http://iedtalk.com

# robots.txt 
User-agent: *
Disallow: /admin/ 
Disallow: /cgi-bin/  
Disallow: /login.html

Fake DNS entries that go to honeypots, tripwires, traps
The old unplugged wifi - waste their time
Spider-loops on websites - redirects that sent web scrapers in circles
robots.txt with fake admin pages
Hidden passwords in HTML comments that donʼt work

http://web.txt
http://web.txt
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Initial compromise / 
Beachhead

“Borrow a corpse to resurrect a soul”
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Tarpits,  Fake proxies & dead ends
Put fake sites up on your perimeter
Repurpose old hardware w/booting Linux CD/DVDs
Fake websites with logins - log what they attempt
Why not make OWA lookalike?  See which accounts have been stolen.
REMEMBER - Use out of band communication
Honeypots at the DMZ 
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Elevation and invasion
“Inflict injury on one’s self to win an enemy’s trust”

http://iedtalk.com
On the inside - have a few fake IP ranges that are alarmed
Put decoys near the critical server to distract
How about a decoy database server?
Strategic use of honey pots
Default route on DMZ boxes that point to Honeypots
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Theft and extraction
“Let the enemy’s own spy sow discord in the enemy camp”

http://iedtalk.com
Zip bombs for bad guys to download and examine
Honeyfiles - the network equivalent of a dye pack
Provide them PANs that already marked for fraud
Use the Top 10 most wanted SSNs
This also works great for catching insiders
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Judo

 “One of the most startling effects is that
 teams suffer from self-deception. 

For example, the two teams 
that were not being deceived 

believed that they were being deceived 
at various times and 

acted on those self-deceptions.”

http://iedtalk.com
In the end, use their strength against them
Advanced deception - the old honey pot double fake out
Use reverse psychology
Lots of bad Honeypots
Honeypot detectors - examine how they work
Make the real thing will look like honeypot
Some malware will detect VMs and try to avoid forensic environments.
Can you fake a VM to throw them off?
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Remember

Part of your defense in depth
DIY or die
Think dirty
Offer the unexpected
Work out of band
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“All warfare is based on deception.“
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Heidi, Geek Girl Detective, says "Paranoia is my lifestyle.  And it should be yours too."


