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“The Civilian”

Despite claims by King5 News, I am not an FBI Agent.

Many details on the case in this presentation.

Some details have been withheld.
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Just a small player, on a winning team

•Federal Bureau of Investigation
•United States Attorney’s Office
•United States Secret Service
•Federal Trade Commission

Computer forensics assist 
from Boeing and U.Washington
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From Russia…With Larceny

Chelyabinsk
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Winter, 1999

ISPs are hacked:
• Verio in Colorado
• LightRealm in Kirkland
• CTS in San Diego 
• Speakeasy Networks in Seattle.

In some cases, ISP hosting customers’ credit card data 
is stolen and posted on the Internet.
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The hacker IRCs…

The hacker asked Speakeasy for a “security” job and 
weekly payments of $1,000-1,500.

He said he would tell Speakeasy how he got in, 
and fix the security holes.

Speakeasy refused to pay, refused to give him a job. 

As with any job seeker, he sent a resume’…
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Resume
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Spring, 2000

The hacking continues, 
but not to cash-strapped ISPs. 

Target-rich sites such as financial-institutions:

• OIB, an online credit-card processing company

• Nara Bank of Korea (located in Los Angeles)

• Central National Bank of Waco,  Texas

Same M.O.: The ole Hack and Blackmail
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Lesson #1

Never store confidential data 
(like credit card numbers) 
on an Internet accessible server 
without encrypting the data.
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Summer, 2000

It becomes obvious that for these hackers, it’s all 
about the Benjamins.

They are now ready to pull off their biggest crime 
yet… against one of the largest financial services 
companies on the Internet.



Conjungi Networks •11http://www.conjungi.com

Do you use this service?
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This e-mail was sent out

Subject: PayPaI Cash Give-Away 

From: Friend <CashGiveAway at PaypaI dot com> 

Reply-To: cheapercommunications at yahoo dot com PayPaI

Congradulations You were chosen from over 30,000 contestants for our

$500.00 cash give-away from PayPaI. If you are already a member simply click

the link below to Accept the Cash Give-Away. Even if you are not a PayPaI member

you can sign-up for Free, and still accept the $500.00 Cash Give-Away today!

Amount: $500.00

Note: Enter Your Info Below To Accept.

To Process: Click link below or copy and paste into browser window.

https://www.paypal.com/prq/id=H1aDsq-6vwg7w1YaVZjb.hGJmz0uOz6pb.omew
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Paypai.com

Turns out Paypai.com was really being hosted off a 
server in Moscow and a server at LightRealm.

LightRealm?  
Hey, where have I heard that name before?

Questions to think about:
Did PayPal actually get hacked?   
How much could they have done to prevent this? 
Could this happen to your site?
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Phishing

Or

Average users lack 
expertise 

to verify e-mail senders.

Internet’s mail protocol 
SMTP

has no mechanism
for the verification of 

sender.
Who is this e-mail really 

from?
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Fool some of the people…

some of the time… profitable!

Ten thousand customers

Steal fifty dollars from one percent

Pretty much the average take from a bank robbery

And nearly negligible risk of getting caught
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Lesson #2

Don’t believe everything you 
read on the Internet.   It’s easy 
to fake e-mail and websites.  
When in doubt, check it out.



Conjungi Networks •17http://www.conjungi.com

June - Nov 7th, 2000

Remember when Alexey asked Speakeasy for a job?
The FBI takes him up on that.

UC e-mails Alexey about coming to work 
for a security company called Invita.

After phone interviews and hacking demos,
“Invita” invites Alexey to Seattle to interview.

Alexey accepts and says he’s bringing an associate.
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Nov 9th, 2000

Need someone to qualify their hacker expertise

Someone who can talk the talk

Someone to be an Invita security consultant

Someone who knows hackers and their tools

And where’s my flak jacket?
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Nov 10th, 2000

• 3 FBI Undercover agents and me

• Posing as a security company

• “Show us your stuff”

• Full surveillance operation:  
Helicopters overhead, cameras rolling,
and keyboard sniffers running 

•They brought a laptop, 
but we gave them a machine to use as well.  
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“The FBI cannot get us in Russia”

• Were more afraid of “the agencies” in Russian.

• They downloaded some tools from a Russian server
and used them to scan the Invita building network.

• They quickly deleted their tools when I asked about it.

• Remember the keystroke logger?

• A few hours later, they were both in FBI custody.
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Alexey 

Ivanov

“Subbsta”

19 years old

Technical guy
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Vassiliy 

Gorshkov

“kvankin”
24 years old 

Business
development
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Chelyabinsk

Deep in the Ural Mountain river valley.
Industrial city of 1.2 million people.

Heavily polluted, radioactive from an accident in the 50’s

“Here it is difficult for a person to live on honest wages.”
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Inside Tech.Net.Ru

Little office in Chelyabinsk Textile Factory

They had approximately 5 employees:
three hackers, two programmers. 

There were six others involved as well.

Everyone feared the Russian Mafiya.
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Tech.Net.Ru
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Hacking tools on the laptop
Included such popular and easy to acquire tools 
like MSADC, L0phtCrack and FuckIIS
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December, 2000
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Lesson #3

Pay attention to warnings. 
There’s usually a reason as to 
why they’ve been issued.
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The FBI hacks back?

The FBI goes to the Russian server that Vassily accessed. 

Over several hundred gigabytes of data is collected, 
but not examined until a search warrant could be obtained.

During the trial, defense calls this “the FBI hacking them”.   

No expectation of privacy because they were there to 
demonstrate his skills and be watched.
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Many sophisticated 

hacking tools were found
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“These guys are some of the best 

system integrators I’ve ever seen”

Completely new exploits, rootkits and 
tools were found.  

The FBI needed call in outside expertise 
from the University of Washington 

and
Boeing to assist with the forensics. 
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March, 2001
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As well as evidence of all 

the aforementioned hacks
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“What are these PERL scripts?”

PERL robots designed 
to launder stolen credit cards

through phished PayPal accounts.
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The 
Cas
e

Conjungi Networks •36http://www.conjungi.com

Summer-Fall, 2001

The trial ran for 3 weeks
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The swag

Earned as much as $500,000 
over nine months of hacking and extortion.

Used stolen credit cards to 
purchased computers and high-value goods 
from places in America, Canada, Guatemala and Israel.

The goods were shipped to addresses in 
Romania and Cyprus and 
then smuggled over the border in Kazakhstan
into the Russian Federation to Chelyabinsk.
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Lesson #4

These aren’t bored “hacker” kids.  
These are well-trained, 
professional criminals who use 
the Internet to rip you off.
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Convicted

Gorshkov guilty of extorting 3 companies.

Ivanov guilty of hacking 16 companies, 
extortion and wire fraud.

Ivanov feared for his family:
In exchange for pleading out, his mother, sister 
and girlfriend were relocated to America.
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Some of the victims:
CD Universe

Western Union

Glen Rock Financial Services 

Company

VPM, Inc.

NaraBank

Central National Bank of Waco

Online Information Bureau

St. Clair School District

Speakeasy Networks

Lightrealm Communications

PayPal

FSI Systems

Sterling Microsystems

Transmark
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Victim group 1: Customers

• All those whose credit cards were stolen 

• All those who got scammed out of their PayPal accounts

• 56,000 individual card #’s found in the hacker’s stash.
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Victim group 2: E-Commerce sites

• E-commerce website which was hacked or spoofed.

• Hackers extort money or else they would release 
customer information and destroy the site.

• Whether paid or not, usually used the credit card data 
anyway.

• In addition to big companies mentioned earlier, many 
smaller e-commerce sites were hit.
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Victim group 3: Proxies

•“When I hack a site, I look and think if they can pay me.  
If cannot, then I save for later.”

• Many schools and ISPs were hacked so machines could 
be used in hacks against others.

• Sometimes fake sites where hosted there too.

• Victims spread all over the world… lots of schools.
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Lesson #5

Even if there is nothing of value
on your computer, it is still useful 
to hackers to hijack and use 
against others.
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Summer, 2004

• The battle was won.. The war goes on.

• Banks and e-commerce sites are still getting hacked

• Credit cards are still getting stolen en-masse.

• Extortion payments are still being demanded.

• Phishing and fraud are still going on
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Where is everyone now?
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Prosecutors - US Attorneys

AUSA Floyd Short 
- Working on CyberCrime task force
- Current Infragard member
- His team also worked on the Blaster case

AUSA Stephen Schroeder 
- Retired
- Teaching at Seattle University
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FBI Agents

SA Marty Prewitt

SA Michael Schuler

Recipient of the 

FBI Director’s Annual Award for Outstanding 

Criminal Investigation for their work on this case.

This was the first case in the bureau’s history to 

utilize the technique of extra-territorial seizure. 
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But no good deed 
goes unpunished

Russia’s Federal Security Service (FSB) 

started criminal proceedings against 

FBI Agent Michael Schuler 

for unauthorized access 

to computer information..
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And Alexy and Vasiliy?

Vasily Gorshkov
Sentenced to 4 years in federal prison. 

Alexei Ivanov, 
sentenced to 4 years in federal prison 
with three years of supervised release .
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Alexey wrote a letter to 
SpeakEasy

“I promise that upon my release 

I will work hard to 

compensate for damages 

caused by my criminal behavior.” 
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The third hacker

Aka “Hermit”

Michael, a classmate of Alexey’s

Around 22 years old now

He was their reconnaissance hacker

A wanted man but in hiding in Russia



Conjungi Networks •53http://www.conjungi.com

Michael said via e-mail:

“By tricking the Russians to Seattle to arrest them, 

the FBI had started a war. We’ll keep stealing just 

like we did in the past. Better leave us alone.”
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Both Alexey and Vassiliy say
there is another hacker group 
loosely affiliated with them.

This group was “more 
serious”

That group is still out there.
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Questions?


